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Medico-legal aspects of pathology — current dilemmas
regarding confidentiality and disclosure

Mahomed A Dada, David ] McQuoid-Mason

This article deals with confidentiality and disclosure in the
practice of pathology in South Africa. The recent bringing into
force of the National Health Act' and the proposed
implementation of the International Classification of Diseases
(ICD-10) codes> as well as the furore regarding the accuracy of
HIV-related mortality statistics emanating from death
certificates has focused the spotlight on ethical and legal
problems with regard to confidentiality.

Medical confidentiality is a duty cast upon a medical
practitioner /health care provider (HCP) to keep secret any
information, whether relating to a patient’s ailment or
otherwise, obtained directly or indirectly by the practitioner as
a result of the doctor-patient relationship.

Confidentiality is governed by the ethical rules of the
profession and the law. The ethical rules are based on the
principles of autonomy and the duty not to harm patients. Rule
20 of the Health Professions Council of South Africa (HPCSA)
Ethical Code* makes it ethical misconduct to breach
confidentiality ‘...except with the express consent of the patient
or, in the case of a minor under the age of 14 years, with the
written consent of his or her parent or guardian, or in the case
of a deceased patient, with the written consent of his or her
next-of-kin or the executor of his or her estate.” The rule has
recently been amplified by Ethical Rules 24 - 26 of the HPCSA.*

Legally, the confidentiality of patient information is
prescribed in the Constitution,® statute law and in the common
law. Section 14 of the Constitution specifically protects people
from unwanted and unnecessary disclosures of information.
Section 14 of the new National Health Act' (NHA) has specific
provisions regarding confidentiality, and the common law has
recognised an action for invasion of privacy for many years.”
All these privacy provisions have to be measured against the
right of access to information in the Constitution® and the
Promotion of Access to Information Act.*

The National Health Act'

Section 13 of the NHA provides that a person in charge of a
health establishment must ensure that a health record is
created and maintained for every user of health services.
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Section 14 of the Act provides that all information concerning
a user (patient) including information relating to his/her
health status, treatment or stay in a health establishment is
confidential. Subject to certain exceptions, no person may
disclose any of the above information unless: (i) the user
consents to the disclosure in writing; (if) a court order or any
law requires such disclosure; or (iii) non-disclosure of the
information represents a serious threat to public health.

The NHA imposes a duty on persons in charge of health
establishments to set up control measures to prevent
unauthorised access to health records (517). For example,
where electronic health records are kept, proper security
measures must be taken to ensure that access is strictly limited
to authorised persons. Failure by persons in charge of health
establishments to comply with the NHA will result in the
commission of an offence and liability on conviction to a fine
or imprisonment, or both.

The Act defines a ‘health establishment’ as a public or private
facility at which any health service is provided. A health
establishment may vary from the rooms of a solo practitioner
to a large state or private hospital (Section 1).

The provisions of the NHA with regard to access to records
are in line with the Constitution® and the Promotion of Access
to Information Act.® Section 15 of the NHA provides that a
health worker or HCP who has access to the health records
may disclose such records to any other person or establishment
for any legitimate purpose where it is in the interests of the
user (patient).

Section 16 of the NHA provides for access to health records
by HCPs. An HCP may examine a user’s health record with
the latter’s consent for the purposes of treatment, study,
teaching or research. In the case of study, teaching or research,
consent must also be obtained from the relevant head of the
health establishment and health research ethics committee.
Section 16 (2) goes on to say that if the study, teaching or
research does not involve the identity of the user concerned, it
is not necessary to obtain the latter’s consent or that of the
head of the health establishment or that of the relevant health
research ethics committee. This provision appears to fly in the
face of general research ethical principles. For ethical reasons,
researchers would be advised to follow their research ethics 875
guidelines rather than the Statute.

The right of patients to access
information about themselves

The NHA provides that every HCP must inform a user or
patient of his/her health status except in circumstances where
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there is substantial evidence that such disclosure would be
contrary to the user’s best interest (S6 (1) (a)) — so-called
‘therapeutic privilege’. This provision must be read with
Sections 30 and 60 of the Promotion of Access to Information
Act,® whereby a HCP must provide any person older than 16
years with an copy, abstract or direct access to his or her own
records on request. Where necessary the HCP must arrange for
counselling or other appropriate measures before making
disclosure where such disclosure may cause serious harm to
the user’s physical or mental health.

In the light of the Promotion of Access to Information Act
and the user’s constitutional right of access to information
(Section 32),% it is recommended that pathology laboratories
give results to users on request with a “warning’ about the
dangers of self-interpretation of laboratory test result in
isolation from the medical history and clinical examination.
The HPCSA is in favour of an approach that treatment
decisions should be in consultation with the family practitioner
or specialist, based on the full medical history of the patient
and not on the basis of a single test result.

Access to medical records by minors
and their parents

Where the patient is under 16 years of age, the parent or legal
guardian should make the application for access to the
patient’s records. However, no HCP shall make information
available to a parent or legal guardian regarding a user who is
older than 14 years, but under the age of 16 years, without
written authorisation from that patient. Currently, 14 years is
the age at which children may independently consent to
medical treatment.’

An exception to the above is implied in the Choice on
Termination of Pregnancy Act" which states that a termination
of pregnancy may be conducted on a person of any age
without her parent or guardian’s consent. The corollary of this
implies that information about the termination of pregnancy
may not be divulged to any party, except the patient herself,
regardless of the age of the patient.

Disclosure of patient information

As mentioned previously, disclosure of information on a
patient, including by pathology laboratories, should be done
only with the patient’s consent. In situations where disclosure
may be made without the consent of the patient, the HCP
should first attempt to persuade the patient to give such
consent.

Circumstances where it would be legally justifiable for an
HCP to disclose information on a patient without the latter’s
consent are where: (i) there is a statutory duty to disclose (e.g.
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in the case of ‘notifiable diseases™ and in cases of suspected

child abuse™); (ii) a court orders disclosure (e.g. in custody
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disputes);” (iii) there is a moral, legal or social duty to disclose
(e.g. a referring HCP or member of a treatment team); (iv) there
is an endangered third party (e.g. spouse or partner of an HIV-
positive patient);*" or (v) the HCP needs to make disclosure in
order to protect him- or herself during legal or disciplinary
hearings.

Remedies for breach of confidentiality

A breach of confidentiality may result in a civil action for
invasion of privacy,'® defamation or breach of contract.” In the
case of a civil claim or “delict’, the matter is between private
individuals and bodies and is compensated by an award of
money called ‘damages’. For negligent breaches of
confidentiality only damages for actual loss (e.g. present and
future medical expenses, loss of present and future earnings,
etc.), and some “‘general’ damages (e.g. pain and suffering, loss
of amenities of life, etc.) may be recovered. In cases of
intentional breaches of confidentiality sentimental damages
may be recovered in addition to the above.

Furthermore, the HPCSA may investigate a charge of
improper or disgraceful conduct.”

Confidentiality in pathology

In the practice of pathology the following may have access to
laboratory results: patients, the referring HCP, insurance
companies, medical schemes and managed care organisations,
and administrators involved in public institutions providing
for compensation for occupational injuries and disease and
road accidents.”

The rules regarding confidentiality in the medical profession
also apply to pathologists. Pathology results should be
confidential and only released in terms of the above principles.
Disclosure of information obtained from a pathology
examination to persons not entitled to receive such information
amounts to breach of confidentiality, and may result in legal
action.

All laboratory test results should be considered confidential
information, no matter how they are transmitted — electroni-
cally or otherwise. A records management strategy should be
drawn up to ensure that all records (administrative as well as
medical) are properly controlled, readily accessible and
available for use, eventually archived or otherwise disposed
of»

Pathologists must make sure that the results they send out
are received by the person who has a moral, social or legal
right to receive the information.* Pathologists may also be
vicariously liable for the action of their staff if there is
uncontrolled disclosure of patient information. The training of
staff, as well as the development of standing order protocols, is
mandatory not only for medico-legal and ethical reasons, but
also for laboratory accreditation.
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In pathology, current dilemmas are the release of ICD-10
codes to medical aid schemes and the accurate completion of
death certification in cases of death as associated with
HIV/AIDS.

Medical aid funds and managed care
organisations

Prospective members of medical aid funds and managed care
organisations (MCOs) are required to sign a general release
form on enrolment in the plan. These forms authorise the
release of medical information to the funders. However,

patients may not be aware that funders request data on disease

and tests such as laboratory request forms and ICD-10 codes.

ICD-10 is the World Health Organization (WHO)'s International

Classification of Diseases, 10th revision, and was adopted by the
national Department of Health in 1996. The Medical Schemes
Act® requires that all health service providers should include a
diagnostic code in their claim form. The Council of Medical
Schemes has made it obligatory to include an ICD code in
claims in order for payment to be made to health providers.’

It is recommended that before forwarding medical records to

a medical aid funder, MCO, utilisation review programme or
other health programme, doctors, pathologists, hospitals, and
others should obtain a signed copy of the patient’s consent to
release of their medical records.

Death certificates

There is general agreement that vital statistics derived from
properly completed death certificates are of great value to
public health experts and the government. However, the

accuracy of death certificates is poor for the following reasons:

1. Failure to understand the difference between cause of
death and mechanism of death. Many HIV / AIDS cases are
underdiagnosed because of lack of understanding of the
primary versus the immediate cause of death.

2. There is lack of understanding of the importance of
properly completing the death certificate using the ICD-10
guidelines. Many deaths are simply diagnosed as
‘undetermined natural cause’ or “unspecified natural cause’.

3. There is pressure from the family or community to omit
certain causes of death from the death certificate (e.g.
HIV/AIDS).

4. Genuine concerns about the confidentiality of page 2 of the
BI-1663 as there are many instances of breach of confidentiality
by Home Affairs officials. For more details about this problem
refer to the article by Dhai et al.?

Conclusion

Respect for patient confidentiality is an important ethical and
legal principle protected by the Constitution and the common
law. The rules regarding confidentiality in the doctor-patient
relationship also apply to the patient-pathologist relationship.
The Constitution, the Promotion of Access to Information Act
and the new National Health Act allow patients to have access
to their medical records, but in the case of pathology test
results patients should be warned to discuss these with their
doctors.

Insurance companies, medical aid funds and managed care
organisations may only receive information on patients where
the latter have expressly or implicitly consented to such
disclosure.
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